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1. Introduction

Background

The GSA PKCS7 Signing Tool enables a card holder to digitally sign a document using their
PIVIPIV-I card.

Purpose and Scope

This document serves as a user manual for the General Services Administration (GSA) PKCS?7 Signing
Tool. This tool is available for anyone who wants to digitally sign a document using their PIV card.

System Requirements

(32-bit) Windows XP SP3 or greater
Java 1.8 or greater

1 GB RAM

15 MB of available hard-disk space
Smart Card Reader

Document Organization
This document is structured as follows:

Section 1, Introduction, provides a brief background, and includes the purpose and scope of the
document.

Section 2, Installation, describes the steps for installing the tool.
Section 3, Run the Tool, provides instructions on how to sign and unpack a document.

Section 4, Troubleshooting, provides contact information if any issues arises while using the tool.
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2. Installation

2.1 Installation File
Double-click the setup file to start the installation process.

RS STiejallage)
I O0ISETURES)
Asi=E

2.2 Setup
Use the following screenshots as guidance for installing the tool.

B Setup - PKCS7 Signing Tool = =

Welcome to the PKCS7 Signing
Tool Setup Wizard

This will install PKCS7T Signing Toal version 2.0 on your
computer.

Itis recommended that you dose all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup,
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Select Destination Location
Where should GSA PKCS7 Signing Tool be installed?

l Setup will install GSA PKCS7 Signing Tool into the following folder.
*

To continue, dick Mext, If you would like to select a different folder, dick Browse.

|C\Program Files (x86) ICAM\PKCS7 Signing Tool 2.0 | | Browse...

At least 9.8 MB of free disk space is reqguired.

Select Start Menu Folder
Where should Setup place the program's shortouts?

W
Setup will create the program's shortouts in the following Start Menu folder,
[=ee]

To continue, dick Mext, If you would like to select a different folder, didk Browse,

igning Tool 2.0 | | Browse. ..
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Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while instaling PKCS7
Signing Tool, then dick Mext.

Additional icons:

Create a desktop icon:

Ready to Install
Setup is now ready to begin installing GSA PKCSZ Signing Tool on your computer.,

Click Install to continue with the installation, or dick Badk if vou want to review or
change any settings.

Destination location:
C:'Program Files (x36)\ICAMYPKCST Signing Toal 2.0

Start Menu folder:
ICAMVPKCST Signing Tool 2.0

Additional tasks:
Additional icons:
Create a desktop icon
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| Setup - GSA PKCS7 Signing Tool

Installing
Please wait while Setup installs GSA PKCS7 Signing Tool on your computer,

Extracting files...
C:\Program Files\ICAMYPKCST Signing Tool 2.0Yib\bcprov-ext-jdk150n-152. jar

Cancel

~ Setup - GSA PKCST Signing Tool = =

Completing the GSA PKCS7
Signing Tool Setup Wizard

Setup has finished installing GSA PKCS7 Signing Tool on yaur
computer, The application may be launched by selecting the
installed icons,

Click Finish to exit Setup.

Launch GSA PECST Signing Tool

Finish
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Make sure your PIV card is inserted correctly into the reader device. Also, verify the reader

Start the tool by going to Start -> ICAM -> PKCS7 Signing Tool or double-clicking the

3. Running the Tool
3.1 Insert your PIV card
device is inserted correctly into your system.
3.2 Start the tool
PKCS7 Signing Tool shortcut on your desktop.
3.3 Select afile to sign

Once the tool is started, click the “Open” button and browse to the file you would like signed.
Once, you locate the file you would like signed, highlight it by clicking it once, and then click

open.

o
File Options Help

File Destination:

Enter PIN:

Status:

GSA PKCS#7 Signing Tool 2.0

Flease select a file to sign or unpack

Mo file selected

- o N

Sign 2015/09/03 12:30:59 - Select a file, enter your PIN #, and then Click the Sign button.
Unpack
o Open
Look in: . Signing Directory W ? ¥ El'
o Test.doo
b
Recent Items
Desktop
| &
Documents
_fh
This PC
Q File name: Test.docx Open
Metwork . X =
Files of type: | All Files v Ca@
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3.4 Enter your pin

Click in the input box adjacent to the “Enter PIN:” label, or tab to the input box. Next, enter
your PIN number in the input box exactly.

File Options Help

Open | |C:V.Jsers\iorpac01\30mmems\‘jigning Directory\Test.docx |

File Destination: |C:V.Jsers\iorpac01\30mmems\‘jigning Directory |

e

Status: | 0%

Sign 2015/09/03 12:30:59 - Select a file, enter your PIN #, and then Click the Sign button.

3.5 Sign

Click the “Sign” button to start the signing process. You will notice the status bar lets you
know when the signing process is complete. If an issues were to arise you would notice the
error message in the status box below the status bar.

File Options Help

Open | |C:‘|L.lsers‘ciomac0 1'\Documents\Signing Directory{Test.doox

File Destination: |C:‘|L.lsers‘ciomac0 1'\Documents\Signing Directory
e

2015/05/03 12:35:13 - Applying Signature

2015/09/03 12:35:14 - Detecting card reader,

2015/09/03 12:35:14 - Verifying card is inserted into the reader,
2015/05/03 12:35: 14 - Found reader with card present.

2015/09/03 12:35:14 - ACS CCID USE Reader 0

2015/09/03 12:35:18 - vValidating PIN number,

2015/05/03 12:35: 18 - Found a signing certificate.

2015/09/03 12:35:18 - Checking expiration date of signing certificate.
2015/09/03 12:35:20 - Signing Cert Expiration Date: Sat Aug 11 15:52:05 EDT 2018
2015/05/03 12:35:20 - Signing Cert Revocation Status: GOOD
2015/09/03 12:35:20 - File has been successfully signed.
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3.6 Unpack

To unpack a signed file (a file with a .p7m file extension) click the “Open” button and select
a signed file (must have .p7m file extension).

File Options Help

[ open |C:¥Jsers‘ciorpac0 1\Documents'Signing Directory\Test.docx. p7m

File Destination: |C:\Users‘ciomac0 1\Documents\Signing Directory

e T R—

Status: |

0%

2015/09/03 12:356:40 - Select a file, enter your PIN #, and then Click the Sign button.

Sign

3.7 Unpack (cont’d)
Click the Unpack button

Eile Options Help

| QOpen | |C:'|Users\jorpac01‘pomments\ﬁgning Directory{Test.docx.p7m |
File Destination: |C:¥Jsers\jorpad]1‘pomments\5igning Directory |
e —
Status:

100%%:

Sign 2015/09/03 12:39:27 - Unpacking File
2015/09/03 12:39:28 - C:\Users'jorpac0 1\Documents\Signing Directory\Test.docx
2015/09/03 12:39:28 - File has been successfully unpacked.

3.8 Unpack (cont’d)

The signed file should now be unpacked to its original format (.doc or .docx) for viewing.
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4.

Troubleshooting

4.1 Who to contact?

4.2

If you are running into issues where a new .p7m file is not being created or any other issues

regarding the PKCS7 Signing Tool, please send a request using the contact us form on
IDManagement.gov.

https://www.idmanagement.gov/contact-us

Signing large files

If you need to sign a file larger than usual (i.e. 100+ MB), you will need to set your local Java
heap size to a greater size. It is recommended to set the heap size to greater or equal to 2048.

If you are signing a large file and the tool is hanging, try setting the heap size to a greater
value.
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